Running the IIS Lockdown Wizard Unattended

Windows administrators can run IIS Lockdown Wizard programmatically, allowing configuration on one server or across multiple servers, through unattended scripts. Configuring the IIS Lockdown Wizard to run unattended involves editing the Iislockd.ini file. In Iislockd.ini, the [Info] section contains basic configuration information used by the IIS Lockdown Wizard as follows: 

· ServerTypesNT4 — Lists the server templates available for use with Windows® NT 4.0 servers. 

· ServerTypes — Lists the server templates available for use with Windows® 2000 servers. 

· UnattendedServerType — Designates which server template to use when performing an unattended installation. 

· Unattended — Designates whether or not to run the IIS Lockdown Wizard unattended. 

· Undo — When this option is set to TRUE, the IIS Lockdown Wizard will undo previous changes made by the wizard. 

The remainder of Iislockd.ini is composed of sections that define the server templates that are used as variables for the two standard server templates settings: ServerTypeNT4 and ServerTypes. For information about creating a custom server template, see the “Creating a Custom Server Template” section below.


To configure the [Info] section of the Iislockd.ini file to run the IIS Lockdown Wizard unattended 


1. Open Iislockd.ini in a text editor. 


2. Under the [Info] section, configure the UnattendedServerType setting by typing the name that matches the server template you want to use. For example, if you want to apply the dynamicweb template, the setting would look like this:

UnattendedServerType=dynamicweb 


3. Change the Unattended setting to TRUE.

Unattended=TRUE 

Note   If you want to run Iislockd.exe unattended to undo a previous run of the IIS Lockdown Wizard, ensure that both the Unattended and Undo settings are set to TRUE.

Unattended=TRUE 
Undo=TRUE

4. Configure the server template designated in step 2 above. The template configuration will be denoted with square brackets around the server template name. For example, [dynamicweb]. The template configuration contains the various feature settings for that specific server template. These feature settings can be toggled on or off by setting them to TRUE or FALSE.


Note   The AdvancedSetup setting is ignored during an unattended installation, and the UninstallServices setting applies to only Windows 2000. 

5. Save Iislockd.ini.


6. Run Iislockd.exe using the command-line or scripting.


Creating a Custom Server Template
Windows administrators can create custom server templates in the Iislockd.ini file for use with the IIS Lockdown Wizard. A custom server template appears in the IIS Lockdown Wizard as a configurable server template. Custom server templates can also be used when running Iislockd.exe unattended. 

To create a custom server template
1. Open Iislockd.ini in a text editor.

2. In the [Info] section, type the name of the custom server template to the list of variables in either the ServerTypesNT4 or ServerTypes setting as appropriate. In the source sample below, MyCustomServerTemplate is used for the custom server template.


3. As a guide for the new custom server template, copy an existing server template, and then paste the server template at the bottom of Iislockd.ini.


4. In the copied text, change the server template name denoted with square brackets to reflect the custom server template name entered in step 1. In the source sample below, the text is [MyCustomServerTemplate].


5. Change the value for the label setting to describe the custom server template.


6. Configure the server template feature settings to TRUE or FALSE.


7. If you are installing UrlScan, change the value of the UrlScan_IniFileLocation setting to point to a custom UrlScan .ini file that this custom server template should use. A UrlScan .ini file from another server template can also be used.


8. Save Iislockd.ini.


The following sample shows how Iislockd.ini file appears after completing the previous steps:


[Info]

ServerTypesNT4=sbs4.5, exchange5.5, frontpage, proxy, staticweb, dynamicweb , other, iis_uninstalled

ServerTypes=MyCustomServerTemplate, sbs2000, exchange5.5, exchange2k, sharepoint_portal, frontpage, biztalk, commerce, proxy, staticweb, dynamicweb, other, iis_uninstalled

UnattendedServerType=MyCustomServerTemplate
Unattended=TRUE

Undo=FALSE

[MyCustomServerTemplate]

label="My Custom Server Template"

Enable_iis_http=TRUE

Enable_iis_ftp= TRUE

Enable_iis_smtp= FALSE

Enable_iis_nntp= FALSE

Enable_asp= TRUE

Enable_index_server_web_interface= FALSE

Enable_server_side_includes= FALSE

Enable_internet_data_connector= FALSE

Enable_internet_printing= FALSE

Enable_HTR_scripting= FALSE

Enable_webDAV= FALSE

Disable_Anonymous_user_system_utility_execute_rights= TRUE

Disable_Anonymous_user_content_directory_write_rights= TRUE

Remove_iissamples_virtual_directory=TRUE

Remove_scripts_directory=TRUE

Remove_MSADC_virtual_directory=TRUE

Remove_iisadmin_virtual_directory=TRUE


Remove_iishelp_virtual_directory=TRUE

UrlScan_Install=DISABLED

UrlScan_IniFileLocation=

AdvancedSetup =

UninstallServices=TRUE 
